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Motivating ExampleMotivating Example

 Foo(int x){
int A[2];
int t;
A[0] = 0;
A[1] = 1;
if(0 <= x <= 1) {

t = 2/(A[x] + x);
}

 }

STP

SATSAT//UNSATUNSAT

A[0]=0
A[1]=1
0<=x<=1
A[x]+x=0

In Th eo ry, Symbo lic Executi o n + DP + Verificatio n Co nditio ns - Unbo unded Lo ops, Gi ves Verificatio nIn Th eo ry, Symbo lic Executi o n + DP + Verificatio n Co nditio ns - Unbo unded Lo ops, Gi ves Verificatio n



Decision ProceduresDecision Procedures

 Examp les: Boolean SAT, Real Ari thmetic, Bit -vectorsExamp les: Boolean SAT, Real Ari thmetic, Bit -vectors

 Reduction easy fo r many proble msReduction easy fo r many proble ms

 Approach better than coming up with special purpose algorithms:Approach better than coming up with special purpose algorithms:
 More efficient and saves workMore efficient and saves work

 AI, pro gram analy sis, bug finding, verification,AI, pro gram analy sis, bug finding, verification,……

Decision
ProcedureInput FormulaInput Formula

SAT
UNSAT



STPSTP

1.1. DesignDesign  and  and Arch itectureArch itecture  of STP (CAV  of STP (CAV ‘‘07,07,
CCS CCS ‘‘06)06)

2.2. Abstraction-RefinementAbstraction-Refinement   based heuristics for  based heuristics for
Deciding ArraysDeciding Arrays

3.3. So lverSo lver  Algorithm for decid ing Linear Bit -vector Algorithm for decid ing Linear Bit -vector
Arithmetic O(nArithmetic O(n 33))

4.4. Experimental ResultsExperimental Results



Projects using STPProjects using STP
 Bug FindersBug Finders

 EXE by Dawson EXE by Dawson EnglerEngler , , Cr is tian Cadar Cr is tian Cadar and others   (Stanford)and others   (Stanford)
 MINESWEEPER by Dawn Song and her group (CMU)MINESWEEPER by Dawn Song and her group (CMU)
 CATCHCONV  by Dav id Molnar and David Wagner (Berke ley)CATCHCONV  by Dav id Molnar and David Wagner (Berke ley)
 Backw ard Path Sens itive  Analys is  by Tim Le ek (MIT Linco ln)Backw ard Path Sens itive  Analys is  by Tim Le ek (MIT Linco ln)

 Secur ity ToolsSecur ity Tools
 REPLAYER: Securi ty ana lys is  thru protoco l replay (CMU)REPLAYER: Securi ty ana lys is  thru protoco l replay (CMU)
 Smart Smart Fuzzer Fuzzer by Roberto  by Roberto  Paleari Paleari (Univers ity of Mi lan, Ita ly )(Univers ity of Mi lan, Ita ly )

 Program Analys isProgram Analys is
 by by Rupak Majumdar Rupak Majumdar (UCLA )(UCLA )

 Hardw are verificat ionHardw are verificat ion
 Cache coherence protoco ls  by Di ll group (Stanford)Cache coherence protoco ls  by Di ll group (Stanford)
 By a ch ip companyBy a ch ip company

 Softw are verificat ion of crypto  algori thms by Di ll group (Stanford)Softw are verificat ion of crypto  algori thms by Di ll group (Stanford)



Pro jects using STP:Pro jects using STP:
Smart Smart Fuzzing Fuzzing thruthru ’’ Path Selection Path Selection

 Smart Smart Fuzzer Fuzzer by Roberto by Roberto Paleari Paleari (University of Milan, Italy)(University of Milan, Italy)

 Do dynamic analys is  to  de te rmine  dependency  be tween input and contro lDo  dynamic analys is  to  de te rmine  dependency  be tween input and contro l
trans fe r (if condit ional)trans fe r (if condit ional)

 Collect path condit ionsCo llect path condit ions

 Feed to STP to  find values tha t dr ive a pathFeed to STP to  find values tha t dr ive a path

 Feed to STP to  find values tha t dr ive the  Feed to STP to  find values tha t dr ive the  ‘‘othe rothe r’’  path path



Pro jects using STP:Pro jects using STP:
Formal Verificat ion of Crypto AlgorithmsFormal Verificat ion of Crypto Algorithms

 Eric Smith and David Di llEric Smith and David Di ll

 TechniqueTechnique

 Anno tate code  with Invar iantsAnno tate code  with Invar iants

 Symbo lical ly  execute  the  Java imp lementat ion of the  Crypto Symbo lical ly  execute  the  Java imp lementat ion of the  Crypto AlgoAlgo

 Plug the  symbo lical ly  execu ted terms into  the  invarian tsPlug the  symbo lical ly  execu ted terms into  the  invarian ts

 Feed invar iants  into  ACL2 + STPFeed invar iants  into  ACL2 + STP

 ACL2 handles any  induc t ion + integer re lated stuff , and STP handlesACL2 handles any  induc t ion + integer re lated stuff , and STP handles
(in)equali t ies ove r bit-vecto r te rms(in)equali t ies ove r bit-vecto r te rms



Projects using STP:Projects using STP:
 Cro ss Checking, Model Checking, Equivalence Checking(?) Cro ss Checking, Model Checking, Equivalence Checking(?)

 Cross Check ing: EXE : Daw son Cross Check ing: EXE : Daw son EnglerEngler , , Cr is tian CadarCr is tian Cadar ,,……
 Diffe rent implementat ions  of Diffe rent implementat ions  of grepgrep…… Do they match? Do  they match?
 Symbo lic -s imulate  Grep1Symbo lic -s imulate  Grep1
 Symbo lic -s imulate  Grep2Symbo lic -s imulate  Grep2
 Equa te the  two  and feed to  STPEqua te the  two  and feed to  STP

 Model Check ing Cache Coherence Protoco ls : Chang and Dil lModel Check ing Cache Coherence Protoco ls : Chang and Dil l
 Does mode l sat is fy  property  P?Does mode l sat is fy  property  P?
 Convert to  decis ion problem and feed to STPConvert  to  decis ion problem and feed to STP
 If you are  us ing If you are  us ing BDDsBDDs , try  SAT or STP, try  SAT or STP

Compile r Optimizat ion/Compile r Optimizat ion/
Veri log Veri log SynthesisSynthesisf()f() g()g() STPSTP

f()f()=g=g ()()

Valid/InvalidValid/Invalid



Projects using STP:Projects using STP:
 Work by Dawn Song and her gro up Work by Dawn Song and her gro up

 Automatic discovery of deviations in binary implementations : error detection and
fingerprint generation

 Protoco l Replay: Try to  reproduce a dia log betw een an ini tiator and aProtoco l Replay: Try to  reproduce a dia log betw een an ini tiator and a
network hostnetwork host
 Auto  Generat ion of modules  fo r Auto  Generat ion of modules  fo r honeypo ts  honeypo ts  so tha t they can co rrect lyso tha t they can co rrect ly

respond to  connect ion attempts  by  wormsrespond to  connect ion attempts  by  worms

 Automat ic patch based exp lo it generat ion: Us ing STP to  reveal explo itAutomat ic patch based exp lo it generat ion: Us ing STP to  reveal explo it
in fo rmation from a windows patchin fo rmation from a windows patch



Quantifier-free Theory ofQuantifier-free Theory of
Bit-vectors and ArraysBit-vectors and Arrays

(x  + (x  + memmem [i] + 0b10 = 0) OR ([i ] + 0b10 = 0) OR (q[3:1]*0b01 < 0b00)q[3:1]*0b01 < 0b00)

 ExpressionsExpressions   in STP correspond toin STP correspond to
 C/JavaC/Java ……  programming language programming language   expressionsexpressions
 Microprocessor ins truct ion setMicroprocessor ins truct ion set
 Arrays represent program memory or ar rayArrays represent program memory or ar ray   data structure in C/Javadata structure in C/Java ……

 ExceptExcept
 Our bit -vectors  are  of any fixed lengthOur bit -vectors  are  of any fixed length
 No float ing po in tNo float ing po in t
 No loopsNo loops

 SAT problem fo r this  theory is  NP-completeSAT problem fo r this  theory is  NP-complete



Quantifier-free Theory ofQuantifier-free Theory of
Bit-vectors and ArraysBit-vectors and Arrays

 

(x + (x + memmem [i] + 0b10 = 0) OR ([i] + 0b10 = 0) OR (q[3:1]*0b01 < 0b00)q[3:1]*0b01 < 0b00)

 Bit-vector TermsBit-vector Terms

 Constants: 0b0011Constants: 0b0011
 Var iablesVar iables
 +, -, *,  (s igned) div, (s igned) mod+, -, *,  (s igned) div, (s igned) mod
 Concatenat ion, Extract ionConcatenat ion, Extract ion
 Left /Right Shi f t, Sign-extend, bi twise-BooleansLeft /Right Shi f t, Sign-extend, bi twise-Booleans



Quantifier-free Theory ofQuantifier-free Theory of
Bit-vectors and ArraysBit-vectors and Arrays

(x + (x + memmem [i] + 0b10 = 0) OR ([i] + 0b10 = 0) OR (q[3 :1]*0b01 < 0b00)q[3 :1]*0b01 < 0b00)

 Array TermsArray Terms
 Read (Array, index)Read (Array, index)
 Write (Array, index, Wri te (Array, index, valval))
 Example :  R(W(A, i, 0b00), i) = 0b00Example :  R(W(A, i, 0b00), i) = 0b00

 Condit ional in Condit ional in programming/mult iplexors programming/mult iplexors in hardwarein hardware

 it e ite (c, t1, t2)  =  if   ( c ) then t1 else t2 (c, t1, t2)  =  if   ( c ) then t1 else t2 endifendif

 Predicates: =,  <=,  <= sPredicates: =,  <=,  <= s



Features of STPFeatures of STP

 Can handle very  large formulas efficient lyCan handle very  large formulas efficient ly

 Large number of array  reads (10Large number of array  reads (10 55))
 Deeply  nested array  writes (10Deeply  nested array  writes (10 44 deep) deep)
 Very  large number of linear equat ions (10Very  large number of linear equat ions (10 66))
 Very  large number of var iables (10Very  large number of var iables (10 66))

 EnabledEnabled  several softw are and hardw are appl icat ions several softw are and hardw are appl icat ions

 Won the SMTCOMP 2006 competition in bit-vector category



     STP ArchitectureSTP Archi tecture

ResultResult

Input  FormulaInput  Formula

Refinement LoopRefinement Loop

Substitut ionsSubstitut ions

Simp lificationsSimp lifications

Linear So lv ingLinear So lv ing

BitBlas tBitBlas t

CNF Conv ers ionCNF Conv ers ion

Boolean SATBoolean SAT

Array  Abstra ctionArray  Abstra ction



Alternative ArchitecturesAlternative Architectures

SATSAT

SimplifierSimplifier

DPDP 22DPDP 11 DPDP nn…

New Derived ConstraintsNew Derived Constraints

Input  FormulaInput  Formula

ResultResult

Combination:Combination:
NO79,Sho84,NO79,Sho84,
RS02RS02
CV C3 (BB04)CV C3 (BB04)
CV C (SBD02)CV C (SBD02)
z3 (DeMB07)z3 (DeMB07)
YicesYices (DeMB05)(DeMB05)
Others:Others:
STP(GD06,GD07)STP(GD06,GD07)
UCLID(BS05)UCLID(BS05)
BAT(M06)BAT(M06)
Cogent(BK05)Cogent(BK05) ……



Alternative ArchitecturesAlternative Architectures

SAT

Simplifier

DP2DP1 DPn…

New Derived Constraints

Input Formula

Result

Input Formula

Refinement Loop

Substitutions

Simplifications

Linear Solving

BitBlast

CNF Conversion

Boolean SAT

Array Abstraction



STPSTP

1.1. DesignDesign  and  and Arch itectureArch itecture  of STP of STP

2.2. Abstraction-RefinementAbstraction-Refinement   based heuristics for  based heuristics for
Deciding ArraysDeciding Arrays

3.3. So lverSo lver  Algorithm for decid ing Linear Bit -vector Algorithm for decid ing Linear Bit -vector
Arithmetic O(nArithmetic O(n 33))

4.4. Experimental ResultsExperimental Results



Standard Handling of Array readsStandard Handling of Array reads

• Problem : O(nProblem : O(n 22) axioms added, n is number of read indices) axioms added, n is number of read indices
•• Lethal, if n is large: n = 10000, # of axioms: ~ 100 mil l ion Lethal, if n is large: n = 10000, # of axioms: ~ 100 mil l ion
•• Blowup seems  hard to avoid (e.g. UCLID) Blowup seems  hard to avoid (e.g. UCLID)

•• This is  This is ““aliasingaliasing ”” fro m another pers pective fro m another pers pective
••  Key ObservationKey Observation : Most indices don: Most indices don ’’ t aliast alias

Read(A,iRead(A,i00) = t) = t00
Read(A,iRead(A,i11) = t) = t11
..
..
..
Read(A,iRead(A,inn) = ) = ttnn

vv 00 = t = t 00
vv 1 1 = t= t 11
..
..
vv nn   = = tt nn

(i(i11=i=i00 ) => v) => v 11=v=v 00
(i(i22=i=i00 ) => v) => v 22=v=v 00
(i(i22=i=i11 ) => v) => v 22=v=v 11
……

Replace array  readsReplace array  reads
with fresh variab leswith fresh variab les

and ax iomsand ax ioms



Abstraction-RefinementAbstraction-Refinement
for Array Readsfor Array Reads

Array  TransformArray  TransformInputInput

UNSATUNSAT

SATSAT

AssignmentAssignment
is Correctis Correct

IncorrectIncorrect

SATSAT UNSATUNSAT

RefinementRefinement
LoopLoop

To SAT Solv erTo SAT Solv er
 witho ut Axio ms witho ut Axio ms

Check Inp utCheck Inp ut
 on Assig nme nt on Assig nme nt

Add Fa lse AxiomsAdd Fa lse Axioms
 to SAT Solv er to SAT Solv er



Abstraction-RefinementAbstraction-Refinement
for Array Readsfor Array Reads

Read(A ,i )=0Read(A ,i )=0
Read(A ,k )=1Read(A ,k )=1

i=ki=k

InputInput
vv ii=0=0
vv kk=1=1
i=ki=k

Abst ract ionAbst ract ion
SAT SolverSAT Solver

i=0i=0 ,,k=0k=0
vv ii=0=0
vv kk=1=1

FalseFalse Check InputCheck Input
on Assignment : on Assignment : 

Read(A ,0)=0Read(A ,0)=0
Read(A ,0)=1Read(A ,0)=1

SATSAT
AssignmentAssignment

Refinement Step:Refinement Step:

Add AxiomAdd Axiom
(( i=ki=k ) => vi = ) => vi = vkvk

SAT SolverSAT Solver

UNSATUNSAT



Experience withExperience with
Read Abstraction-RefinementRead Abstraction-Refinement

 Heurist ic is Robus tHeurist ic is Robus t
 In Real SATIn Real SAT

assignme nt veryassignme nt very
few ind icesfew ind ices
aliasedaliased

 Few axioms needFew axioms need
to be addedto be added
during re finementdur ing re finement

 ~10X speed-up~10X speed-up
 Important  forImportant  for

software ana ly sissoftware ana ly sis

363611# of# of
timeoutstimeouts

(60 sec)(60 sec)

33783378624624Time for allTime for all
teststests

NoNo
ReadRead
RefinementRefinement
(sec)(sec)

OnlyOnly
ReadRead
RefinementRefinement
(sec)(sec)

# of# of
Tests:8495Tests:8495

3.2 GHz Pent ium, 512Kb Cache, 32 bi t machine3.2 GHz Pent ium, 512Kb Cache, 32 bi t machine
Examples cour tesy  Dawson Examples cour tesy  Dawson EnglerEngler



Standard Handling of Array WritesStandard Handling of Array Writes

R(W(W (A,iR(W(W (A,i00,v,v 00), i), i11,v,v 11), j) ), j) 
==

R(W(W (A,iR(W(W (A,i00,v,v 00), i), i11,v,v 11),k)),k)

If(If( ii11=j=j) v) v 11  els if els if ((ii00=j=j) v) v 00 else R(A,j) else R(A,j)
= = 

If(If( ii11=k=k ) v) v 11  els if els if ((ii00=k=k ) v) v 00 else R(A,k) else R(A,k)

♦♦ Sharing of sub-expre ssion in DA G Sharing of sub-expre ssion in DA G
♦♦ Array  Wri tes are deeply  nested, shared over many  reads Array  Wri tes are deeply  nested, shared over many  reads
♦♦ Pro blem: Standard transla t ion breaks sharing & blowup Pro blem: Standard transla t ion breaks sharing & blowup

♦♦ O(n*m) blowup, n =  # of levels of writes, m = # of reads O(n*m) blowup, n =  # of levels of writes, m = # of reads
♦♦ n = 10,000, m = 1000 : blow-up ~ 10 mi llion new nodes n = 10,000, m = 1000 : blow-up ~ 10 mi llion new nodes

♦♦  Key  Observ ationKey  Observ ation : Not all read indices re ad from wri te term: Not all read indices re ad from wri te term



The Problem wi th Array Wr itesThe Problem wi th Array Wr ites

v0

=

R

j

R

k

W

i0A

W

v1i1

ite
=

i0 j
v0

=

ite
=

i1 k

ite
=

i1 j
v1 v1

ite
=

i0 k
v0

R
A j

R
A k

R(W(W (A,iR(W(W (A,i00,v,v 00), i), i11,v,v 11), j) ), j) 
==

R(W(W (A,iR(W(W (A,i00,v,v 00), i), i11,v,v 11),k)),k)

If(If( ii11=j=j) v) v 11  els if els if ((ii00=j=j) v) v 00 else R(A,j) else R(A,j)
= = 

If(If( ii11=k=k ) v) v 11  els if els if ((ii00=k=k ) v) v 00 else R(A,k) else R(A,k)



Handling of Array Wr ites in STPHandling of Array Wr ites in STP

R(W(W (A,iR(W(W (A,i00,v,v 00), i), i11,v,v 11), j) ), j) 
==

R(W(W (A,iR(W(W (A,i00,v,v 00), i), i11,v,v 11),k)),k)

tt11 = t = t22

Axioms:Axioms:
tt11 =  = it eit e ((ii11=j=j,v,v 11,,it eit e ((ii00=j=j,v,v 00,R(A,j) ),R(A,j) )

tt22 =  = it eit e ((ii11=k=k ,v,v 11,,it eit e ((ii00=k=k ,v,v 00,R(A,k)),R(A,k))

♦♦  Avoids O(nAvoids O(n 22) DAG blow -up) DAG blow -up
♦♦ Axioms are added only  on a need basis Axioms are added only  on a need basis
♦♦ Unfortunately, worst-case all ax ioms added Unfortunately, worst-case all ax ioms added



Abstraction-RefinementAbstraction-Refinement
for Array Writesfor Array Writes

Array  TransformArray  TransformInputInput

UNSATUNSAT

SATSAT

AssignmentAssignment
is Correctis Correct

IncorrectIncorrect

SATSAT UNSATUNSAT

RefinementRefinement
LoopLoop

To SAT Solv erTo SAT Solv er
 witho ut Axio ms witho ut Axio ms

Check Inp utCheck Inp ut
 on Assig nme nt on Assig nme nt

Add Fa lse AxiomsAdd Fa lse Axioms
 to SAT Solv er to SAT Solv er



Abstraction-RefinementAbstraction-Refinement
for Array Writesfor Array Writes

R(W(A ,i, v), j)=0R(W(A ,i, v), j)=0
R(W(A ,i, v),k)=1R(W(A ,i, v),k)=1
i=ji= j≠≠k,vk,v ≠≠00

Abstract ionAbstract ion tt11=0=0
tt22=1=1

i=ji=j≠≠k,vk,v ≠≠00
SAT So lverSAT So lver

tt11=0,t=0,t22=1,=1,vv =1=1
i=j= 0i=j= 0 ,,k=1k=1  

Check InputCheck Input
on Ass ignmenton Ass ignment

R(W(A,0,v ),0)=0R(W(A,0,v ),0)=0
v=1v=1

i=j=0i=j=0 ,,k=1k=1

FalseFalse
Refinement StepRefinement Step

Add Axiom to SATAdd Axiom to SAT
tt11=ite=ite ((i= ji= j,v,R(A,j) ),v,R(A,j) )

UNSATUNSAT



Experimental ResultsExperimental Results
Array Wri tesArray Wri tes

1011013737SatSat610dd9dc   (15k)610dd9dc   (15k)

MOMO5656SatSatTestcase20 (1.2M)Testcase20 (1.2M)

TOTO258258SatSatGrep0117   (70K)Grep0117   (70K)

TOTO227227SatSatGrep0106   (69K)Grep0106   (69K)

5065061818SatSatGrep0084   (69K)Grep0084   (69K)

NO Wri teNO Wri te
Abstract ionAbstract ion

(sec)(sec)

Wri teWri te
Abstract ionAbstract ion

(sec)(sec)

ResultResultTestcase Testcase (# of un ique nodes)(# of un ique nodes)

3.2 GHz Pentium, 512 Kb cache, 32 bit machine, MO @ 3.2 GB, TO @ 30 minutes3.2 GHz Pentium, 512 Kb cache, 32 bit machine, MO @ 3.2 GB, TO @ 30 minutes
Examples courtesy Dawn Song (CMU) and David Molnar (Berkeley)Examples courtesy Dawn Song (CMU) and David Molnar (Berkeley)



STPSTP

1.1. DesignDesign  and  and Arch itectureArch itecture  of STP of STP

2.2. Abstraction-RefinementAbstraction-Refinement   based heuristics for  based heuristics for
Deciding ArraysDeciding Arrays

3.3. So lverSo lver  Algorithm for decid ing Linear Bit -vector Algorithm for decid ing Linear Bit -vector
Arithmetic O(nArithmetic O(n 33))

4.4. Experimental ResultsExperimental Results



Algorithm for SolvingAlgorithm for Solving
Linear Bi t-vector EquationsLinear Bi t-vector Equations

 Previous  WorkPrevious  Work
 Mostly  Variants of Gaussian Elim ina tionMostly  Variants of Gaussian Elim ina tion

 Unsuitable  for Onl ine  Decision ProceduresUnsuitable  for Onl ine  Decision Procedures

 Basic  Idea in STPBasic  Idea in STP
 So lve for a variable  and substit ute it awaySo lve for a variable  and substit ute it away

 Online  Algorit hmOnline  Algorit hm
 Enables othe r algebraic simplificationsEnables othe r algebraic simplifications

 If canno t isola te a who le  variable ,If canno t isola te a who le  variable ,
 Then isola te part of bit -vector variable,Then isola te part of bit -vector variable,
 So lve, and substit ute it awaySo lve, and substit ute it away



Purpose of Linear SolverPurpose of Linear Solver

 Helps el iminate lo ts of redundant variablesHelps el iminate lo ts of redundant variables

 Makes prob lem much easier for SATMakes prob lem much easier for SAT

 Essential for many rea l-word large examplesEssential for many rea l-word large examples



Importance ofImportance of
Online Linear SolverOnline Linear Solver

Online Solving
enables algebraic
Simplifications

ResultResult

Input  FormulaInput  Formula

Refinement LoopRefinement Loop

Substitut ionsSubstitut ions

Simp lificationsSimp lifications

Linear So lv ingLinear So lv ing

BitBlas tBitBlas t

CNF Conv ers ionCNF Conv ers ion

Boolean SATBoolean SAT

Array  Abstra ctionArray  Abstra ction



Algorithm for SolvingAlgorithm for Solving
Linear Bi t-vector EquationsLinear Bi t-vector Equations

(mod 8)(mod 8)
3x + 4y  + 2z = 03x + 4y  + 2z = 0
2x + 2y  + 2   = 02x + 2y  + 2   = 0
4y  + 2x + 2z = 04y  + 2x + 2z = 0

Isolate 3x inIsolate 3x in
firs t equat ion:firs t equat ion:
Multipl icat iveMultipl icat ive

Inverse ex ists,Inverse ex ists,
Solve for xSolve for x

x = 4y  + 2zx = 4y  + 2z
(mod 8)(mod 8)

2y  + 4z + 2 = 02y  + 4z + 2 = 0
4y  + 6z       = 04y  + 6z       = 0

Substi tu te xSubsti tu te x



(mod 8)(mod 8)
2y + 4z + 2 = 02y + 4z + 2 = 0
4y + 6z       = 04y + 6z       = 0

Al l Al l Coeffs Coeffs EvenEven
No InverseNo Inverse

Divide by 2Divide by 2
(mod 4)(mod 4)

y[1:0] + 2z[1:0] + 1 = 0y[1:0] + 2z[1:0] + 1 = 0
2y [1:0] + 3z[1:0]     = 02y [1:0] + 3z[1:0]     = 0

Key Idea :Key Idea :
So lve for bit sSo lve for bit s
of variablesof variables

Algorithm for SolvingAlgorithm for Solving
Linear Bit-vector EquationsLinear Bit-vector Equations



Algorithm for SolvingAlgorithm for Solving
Linear Bit-vector EquationsLinear Bit-vector Equations

(mod 4)(mod 4)
y[1:0] + 2z[1:0] + 1 = 0y[1:0] + 2z[1:0] + 1 = 0
2y [1:0] + 3z[1:0]     = 02y [1:0] + 3z[1:0]     = 0

Solve for y[1 :0]Solve for y[1 :0]

(mod 4)(mod 4)
y[1:0]=2z[1:0] + 3y[1:0]=2z[1:0] + 3

Su bstitu te y[1:0]Su bstitu te y[1:0](mod 4)(mod 4)
3z[1:0] + 2 = 03z[1:0] + 2 = 0



Algorithm for SolvingAlgorithm for Solving
Linear Bit-vector EquationsLinear Bit-vector Equations

(mod 4)(mod 4)
3z[1:0] + 2 = 03z[1:0] + 2 = 0 So lve for z[1:0]So lve for z[1:0]

(mod 4)(mod 4)
z[1:0]=2z[1:0]=2

So lution (mod8, 3 bits)So lution (mod8, 3 bits)
x = 4(yx = 4(y ’’@3) + 2(z@3) + 2(z ’’@2)@2)
y = y = yy ’’  @ 3@ 3
y[1:0] = 3y[1:0] = 3
z = z = zz ’’  @ 2@ 2
z[1:0] = 2z[1:0] = 2



Experimental Results:Experimental Results:
Solver for Linear EquationsSolver for Linear Equations

MOMO840840SatSa tThumb1  (2.7M)Thumb1  (2.7M)

MOMO19201920SatSa tThumb3  (4.3M)Thumb3  (4.3M)

MOMO115115SatSa tThumb2  (3.2M)Thumb2  (3.2M)

MOMO6767SatSa tTest16    (0.9M)Test16    (0.9M)

MOMO6666SatSa tTest15    (0.9M)Test15    (0.9M)

So lver OffSo lver Off
(sec)(sec)

So lver OnSo lver On
(sec)(sec)

ResultResultTestcaseTestcase
(# of Unique  Nodes)(# of Unique  Nodes)

3.2 GHz Pentium, 512 Kb cache, 32 bit machine, MO @ 3.2 GB, TO @ 35 minutes3.2 GHz Pentium, 512 Kb cache, 32 bit machine, MO @ 3.2 GB, TO @ 35 minutes
Examples courtesy David Molnar (Berkeley)Examples courtesy David Molnar (Berkeley)



STPSTP

1.1. DesignDesign  and  and Arch itectureArch itecture  of STP of STP

2.2. Abstraction-RefinementAbstraction-Refinement   based heuristics for  based heuristics for
Deciding ArraysDeciding Arrays

3.3. So lverSo lver  Algorithm for decid ing Linear Bit -vector Algorithm for decid ing Linear Bit -vector
Arithmetic O(nArithmetic O(n 33))

4.4. Experimental ResultsExperimental Results



STP v. Existing ToolsSTP v. Existing Tools
(Hardest Examples: SMT Comp, 2007)(Hardest Examples: SMT Comp, 2007)

MOMOMOMO1010UnsatUnsatBlasterBlaster4  4          (262k)(262k)

Testcase21 (1.2M)Testcase21 (1.2M)
Testcase20 (1.2M)Testcase20 (1.2M)

Grep106     (69k)Grep106     (69k)
Grep84       (69k)Grep84       (69k)
Grep65       (60k)Grep65       (60k)
610dd9c     (15k)610dd9c     (15k)

Testcase Testcase (# of Unique Nodes)(# of Unique Nodes)

SatSat
SatSat

SatSat
SatSat

UnSatUnSat
SatSat

ResultResult

MOMOMOMO4343
MOMOMOMO5656

TOTO130130227227
TOTO1761761818
TOTO0.30.344
MOMOTOTO3737

YicesYices
(sec)(sec)

Z3Z3
(sec)(sec)

STPSTP
(sec)(sec)

3.2 GHz Pentium, 512 Kb cache, 32 bit machine, MO @ 3.2 GB, TO @ 35 minutes3.2 GHz Pentium, 512 Kb cache, 32 bit machine, MO @ 3.2 GB, TO @ 35 minutes
Examples courtesy Dawn Song (CMU) and David Molnar (Berkeley)Examples courtesy Dawn Song (CMU) and David Molnar (Berkeley)



Lessons Learnt

 Abstraction Refinement will remain important
for DPs for many applications

 Reduction to Boolean SAT

 Identify polynomial pieces and nail them

 Successful DPs highly application driven



Future WorkFuture Work

 Make STP more efficient forMake STP more efficient for
 Disjunctio nsDisjunctio ns
 Non-linear Arithmetic (* , /, %)Non-linear Arithmetic (* , /, %)

 QuantifiersQuantifiers

 Boolean SAT tuning fo r structured inputBoolean SAT tuning fo r structured input

 More theoriesMore theories
 Uninterpreted Uninterpreted Functions, Functions, DatatypesDatatypes , , RealsReals , Integers, , Integers, ……



Other Projects at StanfordOther Projects at Stanford

 Software
 CVC

 Decision Procedure for Mixed Real and Integer Linear
Arithmetic

 CVC Lite
 Decision Procedure for Bit-vectors

 Collaborated on EXE
 STP,  Capturing C semantics in STP

 Theory
 Lifted Ghilardi’s Combination Result to Many-Sorted Logic



AcknowledgementsAcknowledgements
 Prof. David L. Dill, Stanford CS Department
   (Ph.D. Advisor)

 STP users and Stanford community

 Prof. Martin Rinard (Host)

 Lincoln Labs and Tim Leek (Support)



QUESTIONSQUESTIONS

http:/ /people.http:/ /people.csai lcsai l ..mitmit ..edu/vganesh/stpedu/vganesh/stp .html.html


